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Our Purpose pal‘agon

Our purpose is to support the ambitions of the

Senior Cyber Security
. people and businesses of the UK by delivering
Eng | neer specialist financial services.

Your Purpose

The help secure the Paragon IT Infrastructure and environments
using the Cyber tools available and inputting in to the
Infrastructure projects, ensuring we adhere to Paragons security
standards

Lead or be part off the development, implementation, and
maintenance of security measures to protect digital assets,
systems and networks from cyber threats.

Your Purpose & Performance Profile



Our Strategy

Our strategy is driven by our purpose and helps us achieve our vision to become the UK'’s leading, technology-enabled specialist bank and an organisation of which our
employees are proud. We focus on five strategic priorities to help us deliver our strategy. These are supported by three strategic pillars and eight values that underpin

our culture and the way we do

business.

Our strategy is to focus on specialist customers, delivering long-term sustainable growth and shareholder returns through a low risk and robust model.

Our Strategic Priorities

Growth

Bt
Growing our lending in specialist Ct. Management of capital is a critical

segments of the market where

customers are underserved
the large, high street banks.

Strategic

pillars

by

Capital management Sustainability
N\
: Reducing the impact our

lever as we invest to grow our R operations have on the
business and people. environment and ensuring we

have a positive effect on our

stakeholders and communities

Digitalisation

Diversification

Continually developing our range
of savings and specialist lending
products in both existing and new
markets, organically and through
acquisition.

A customer-focused culture

Expert knowledge and experience, supported by
proprietary insight, data and analytics to deliver deep

understanding and good outcomes for all our customers.

@ Implementing sophisticated, 9
digitally enabled, cloud-based 8
platforms which enable us to Q}

deliver outstanding customer
service, become more efficient,
support decision making and
address new markets.

A dedicated team Strong financial foundations

An experienced, skilled and engaged Prudentially strong, with a low-risk approach
workforce, and a unique culture to lending, reducing volatility of earnings and
underpinned by eight values. enhancing sustainability of dividends.
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Who you’ll be working with The skills you’ll bring

What you'll do day to day
Chief Operating Officer SCTY L4: Target L5:
IT Director USUP L4: Target L5 - Managing security products.
IT Directorate (All IT Areas) BURM L4: Target L5 o Implementing security enhancements.
Head of Cyber Security DGFS L3: Target L3 o Troubleshooting and fixing issues.
Security Operations VURE L4: Target L5 - Delivering the Cyber roadmap.
Enterprise Risk THIN L4: Target L5 - Managing relationships with security vendors.
Internal Audit SCAD L4: - Security SME for business-driven projects.
Procurement SUPP L3: Target L3 - Keeping up to date with security news such as threat
Quorum Cyber (Security Operations Center) ASUP L5: Target L5 intelligence and industry trends.
Security Vendors / Partners KNOW L2: Target L4 - Dealing with security incidents (P1" s).
DPO - Supporting SecOps.
Data Services Please see attached document for skill descriptions - Dealing with escalations (tickets, emails etc.).
Financial Crime - Resolving assigned incident tickets and fulfilling service
HR requests.

Non-Executive Directors
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What does success look like for you?

THINK | THEN

CJUSTOMER R:SK PEO P!.E

The FCA's Consumer Duty requires us to deliver IT solutions You will act in accordance at all times with all appropriate | communicate effectively, openly, and respectfully.

that meet the high levels of care, honesty, and transparency Information Security and Information Technology policies and | use the appropriate medium for each communication.

that our customers deserve. This is a key part of our work procedures | collaborate to achieve our team's objectives.

ethic and values, and we must act in line with it every day. You will support Paragon’ s risk culture by reporting actual | actively participating in meetings, virtually and in person,
and near miss Risk and Security Events and demonstrating appropriate meeting etiquette.
You will ensure all mandatory training is completed on tim | keep my team and others informed of progress, and

escalating blockers to my work and that of others.
| document my work effectively so that others understand
what | have done and why.
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THINK THINK You’ll make a real impact by:
COIMERCIAL SUSTAINABILITY

Thinking of the 5 Paragon strategies and applying these to
my role to ensure | am aligning with these.

I will continue to execute commercial thinking in my day to You will be familiar with the Group's overarching sustainability

day activities, constantly looking to identify opportunities to framework and targets and seek to support the Group's | will consider the Think statements whilst we are
reduce cost to help the business achieve its commercial goals environmental aspirations in all relevant aspects of the role. implementing projects and solutions to ensure we best
When making decisions | will consider the impact of my align with the business's strategy

decision from a commercial point of view. When involved in
financial negotiations | will take advice from SME's if needed t
ensure Paragon gets the best commercial deal. | will look for
opportunities to consolidate the security programme of the
bank and take advantage of new technologies and
automation.
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Our values

Our culture is built upon a commitment to do the
right things for customers, our colleagues, our wider
stakeholders, and the world around us. Eight values
underpin our culture and the way we do our business.

Doing the right things means making clear and ethical
decisions, understanding the implications of our
actions, being accountable for them and making a
commitment to speak up and put things right where
we see something that is wrong.

Our code of conduct

@

To work together to
ensure fair outcomes
for all our customers

G-
\©
Commitment
To drive the
business forward
with determination

and to do so with
effort and enthusiasm

Professionalism

To maintain the highest
standards and deliver our
products and services
with care and accuracy

L)

Creativity

To identify and
create new business
opportunities and apply
creative and effective
solutions to problems

iyt
(e}
Integrity
To be honest and open
in everything we do

Teamwork

To work in harmony and
collectively towards the
delivery of our overall
objective

Our Code of Conduct is designed to help you navigate through the vast array of decisions that you will need to make to deliver effectively on our purpose.
You can view a copy of our Code of Conduct here. As a regulated firm we are also subject to the below conduct rules:

1 2

You must
act with due
skill, care and
diligence

You must act
with integrity

3

You must be open
and co-operative
with the FCA,
PRA and other
regulators

4

You must pay
dueregard to
the interests of
customers and
treat them fairly

5

You must
observe proper
standards of
market conduct

®

Humour

To ensure we have fun
while achieving
success!

3

Respect

To treat people as
individuals and listen
to their views

6

You must act
to deliver good
outcomes
for retail
customers
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https://theparagongroup.sharepoint.com/:b:/r/sites/TheHub/Shared%20Documents/Code%20of%20conduct.pdf?csf=1&web=1&e=ym4sry

Our Leadership Commitment

We all deserve to have a great manager. Our managers commit to delivering inclusive, inspiring, and impactful leadership. For us, this looks like:

B-0 O 0(
Své, ) &

D

7

T
A-©
Empathy

Adaptability

Having the skills and
willingness to adapt
at pace to changing
circumstances and
environments. Being
comfortable with
ambiguity, maintaining

Having and applying
emotional intelligence
to understand and
engage with others
more effectively. Using
both self-awareness
and the understanding

Creative Thinking

Having the skill to
incorporate creative
and innovative practices
into tasks, activities and
interactions, bringing
new perspectives into
the workplace.

Coaching

How we support
others to explore and
unlock their potential
using coaching tools

and techniques and
building a trusting
coaching relationship.

Teamwork

The coming together of
a diverse group of people
to deliver acommon
objective. Working well
together, but open to
new ideas and challenge.
Creating a safe,

Think! Customer

How we build and
maintain trusted
relationships with
internal and external
customers based ona
deep understanding of
customers’ needs. It's

Decision Making

How we make
effective decisions
on a day-to-day basis,
taking ownership
of decisions and
demonstrating sound
judgement.

about communicating
clearly and working in
partnership.

inclusive environment
to experiment, make
mistakes and improve.

personal resilience
and learning from
experience.

of others to react
positively to different
situations.

If you are a manager of people you will help your people to be their best by:

Career and learning

Reward and Recognition

Sharing our purpose Checking in

Performance enhancement

°  agreeing objectives ° managing as a coach *  providinginthe °  managing as a coach .
°  reviewing them «  providing and seeking moment appreciation *  enabling an employee
regularly feedback (Mo) led approach .
*  enabling continual ° agreeing and setting *  celebrating ° agreeing development
improvement outputs achievements plans
°  supporting employee *  rewarding fairly °  supporting aspirations
well being

Frequent and meaningful conversations

providing timely and
honest feedback
plan for success by
agreeing a clear plan
of action with goals
and required support
identified and
reviewed regularly
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	Job Title: Senior Cyber Security Engineer 
	Your Purpose: The help secure the Paragon IT Infrastructure and environments using the Cyber tools available and inputting in to the Infrastructure projects, ensuring we adhere to Paragons security standards



Lead or be part off the development, implementation, and maintenance of security measures to protect digital assets, systems and networks from cyber threats.
	Who you'll be working with: Chief Operating Officer

IT Director

IT Directorate (All IT Areas)

Head of Cyber Security

Security Operations

Enterprise Risk

Internal Audit

Procurement

Quorum Cyber (Security Operations Center)

Security Vendors / Partners

DPO

Data Services

Financial Crime

HR

Non-Executive Directors


	The skills you'll bring: SCTY L4: Target L5: 

USUP L4: Target L5

BURM L4: Target L5

DGFS L3: Target L3

VURE L4: Target L5

THIN L4: Target L5

SCAD L4: 

SUPP L3: Target L3  

ASUP L5: Target L5

KNOW L2: Target L4



Please see attached document for skill descriptions
	What you will do day to day: - Managing security products.

     o Implementing security enhancements.

     o Troubleshooting and fixing issues.

- Delivering the Cyber roadmap.

- Managing relationships with security vendors.

- Security SME for business-driven projects.

- Keeping up to date with security news such as threat intelligence and industry trends.

- Dealing with security incidents (P1’s).

- Supporting SecOps. 

- Dealing with escalations (tickets, emails etc.).

- Resolving assigned incident tickets and fulfilling service requests.




	Customer: The FCA's Consumer Duty requires us to deliver IT solutions that meet the high levels of care, honesty, and transparency that our customers deserve. This is a key part of our work ethic and values, and we must act in line with it every day.
	People: I communicate effectively, openly, and respectfully.

I use the appropriate medium for each communication.

I collaborate to achieve our team's objectives.

I actively participating in meetings, virtually and in person, and demonstrating appropriate meeting etiquette.

I keep my team and others informed of progress, and escalating blockers to my work and that of others.

I document my work effectively so that others understand what I have done and why.


	Risk: You will act in accordance at all times with all appropriate Information Security and Information Technology policies and procedures  

You will support Paragon’s risk culture by reporting actual and near miss Risk and Security Events

You will ensure all mandatory training is completed on tim
	You will make a real impact by: Thinking of the 5 Paragon strategies and applying these to my role to ensure I am aligning with these.



I will consider the Think statements whilst we are implementing projects and solutions to ensure we best align with the business's strategy
	Sustainability: You will be familiar with the Group's overarching sustainability framework and targets and seek to support the Group's environmental aspirations in all relevant aspects of the role. 
	Commercial: I will continue to execute commercial thinking in my day to day activities, constantly looking to identify opportunities to reduce cost to help the business achieve its commercial goals When making decisions I will consider the impact of my decision from a commercial point of view. When involved in financial negotiations I will take advice from SME's if needed t ensure Paragon gets the best commercial deal. I will look for opportunities to consolidate the security programme of the bank  and take advantage of new technologies and automation.  


